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€) HP Color LaserJet Flow X67755
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o Passed o High Risk c} Medium Risk Low Risk

Policy :SimplyUp Print Audit Demo
Authentication > Credentials

@ File System Password
€) PILPassword

€3 Remote Configuration Password
Remote Configuration Password
Lockout duration (seconds)

Reset attempts after (seconds)

Q Admin (EWS) Password and Account Policy
Admin (EWS) Password
Lockout duration (seconds)

Reset attempts after (seconds)
Service Access Code
Fax PIN Presence

SNMPv3
SNMPv3 Credentials
SNMPv3

000

Lockout duration (seconds)

Reset attempts after (seconds)

€ SNmMPv1/v2

Read Community Name
Device Control > Control Panel
@ Control Panel Lock

€3 Control Panel Timeout

Timeout Value (seconds)
Device Control > Device Security Checks
Check for Latest Firmware
Secure Boot Presence
Whitelisting Presence
Intrusion Detection Presence

Check for Latest Jetdirect Firmware

Device Control > External Connections

Host USB Plug and Play
Save to USB
Retrieve from USB

Direct Connect Ports

0000

Date Run :25 Jun 2026 | 15:00:23

Passed

Password Not Set

Password Not Set
Value Mismatch {Policy: 300, Device: 10}
Value Mismatch {Policy: 300, Device: 10}

Password Mismatch
Value Mismatch {Policy: 300, Device: 10}
Value Mismatch {Policy: 300, Device: 10}

Password Not Set

Passed

Credentials Not Set

Value Mismatch {Policy: Enabled, Device: Disabled}
Value Mismatch {Policy: 300, Device: 10}

Value Mismatch {Policy: 300, Device: 10}

Password Not Set

Passed

Value Mismatch {Policy: 20, Device: 60}

Passed
Passed
Passed
Passed

Passed

Value Mismatch {Policy: Disabled, Device: Enabled}
Value Mismatch {Policy: Disabled, Device: Enabled}
Value Mismatch {Policy: Disabled, Device: Enabled}

Passed

This report is provided for general comparison only. The information contained is based on manufacturer’s published and internal specifications, and proprietary data and algorithms. The information is not guaranteed accurate by HP Development
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Low Risk

Device Control > General

PJL Access Commands
Command Load and Execute
File System Access Protocols
PostScript Security

Disk Encryption Status

Fax Receive Enable

Information Hiding
Device Control > Stored Data
€3 File Erase Mode

€3 Retain Print Jobs
Temporary Stored Job Retention
Standard Job Retention

Device Discovery > General
€3 Service Location Protocol (SLP)
€ 1Pva Multicast

Q Link-Local Multicast Name Resolution
Protocol (LLMNR)

Q Web Services Discovery (WS-Discovery)
€ Bonjour

Network Security > General

@ CSRFPrevention

Q Verify Certificate for IPP/IPPS pull printing
@ Enable WINS Port

@ WINS Registration

Network Services > General

TFTP Configuration File

Novell Remote Configuration (RCFG)
Legacy Firmware Upgrade

Remote Firmware Upgrade (RFU)
Firmware Downgrade

Telnet

HP Jetdirect XML Services

Network Services > Web

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Value Mismatch

Value Mismatch

Value Mismatch

Value Mismatch

Value Mismatch

Value Mismatch

Value Mismatch

Value Mismatch

Passed

Value Mismatch

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

{Policy: Secure - Fast Erase, Device: Non-Secure}

{Policy: 4 Hours, Device: Never}

{Policy: 4 Hours, Device: Never}

{Policy: Disabled, Device: Enabled}
{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}

& Require ATTPS Redirect
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Network Services > Web

o Passed o High Risk c} Medium Risk
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Low Risk

Phone Home

Cancel Button

Go Button

Continue Button

D00000

Active Ciphers

Embedded Web Server Access

Web Encryption Settings or Active Ciphers

Passed
Passed
Passed
Passed
Passed

Passed

Value Mismatch
Policy
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256
DHE-RSA-AES128-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES256-SHA256
DHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES128-GCM-
SHA256

ECDHE-RSA-AES256-SHA384

ECDHE-RSA-AES256-GCM-
SHA384

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES128-GCM-
SHA256

ECDHE-ECDSA-AES256-SHA384

ECDHE-ECDSA-AES256-GCM-
SHA384

TLS_AES_128_CCM_SHA256
TLS_AES_128_GCM_SHA256
TLS_AES_256_GCM_SHA384

Device

AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256
DHE-RSA-AES128-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES256-SHA256
DHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES128-GCM-
SHA256

ECDHE-RSA-AES256-SHA384

ECDHE-RSA-AES256-GCM-
SHA384

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES128-GCM-
SHA256

ECDHE-ECDSA-AES256-SHA384

ECDHE-ECDSA-AES256-GCM-
SHA384

TLS_AES_128_CCM_SHA256
TLS_AES_128_GCM_SHA256
TLS_AES_256_GCM_SHA384
AES256-SHA

AES128-SHA
DHE-RSA-AES256-SHA
DHE-RSA-AES128-SHA
ECDHE-RSA-AES256-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-SHA
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Network Services > Web

o Passed o High Risk c} Medium Risk
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Low Risk

€3 Information Tab
Display Print Page
Display Job Log

Printing > General

File Transfer Protocol Client (FTP Client)
AirPrint

Secure Internet Print Protocol (IPPS)

Line Printer Daemon/Line Printer Remote
(LPD/LPR)

Standard TCP/IP Printing (P9100)
Internet Print Protocol (IPP)

Web Services Print (WS-Print)

O00 0000

Value Mismatch

Value Mismatch

Passed

Value Mismatch

Passed

Passed

Passed

Value Mismatch

Value Mismatch

ECDHE-ECDSA-AES128-SHA

{Policy: Disabled, Device: Enabled}
{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}

{Policy: Disabled, Device: Enabled}
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